INFOSEC & Information Discipline

During wartime, what you share online can endanger lives — including your own.

A Even well-intentioned sharing can be lethal. When in doubt, don’t post. ]
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Use official sources: HFC app, IDF Spokesperson, Israel Police, established media
Check before sharing — verify with a second official source

Ask others to delete sensitive location info if you see it posted

Report suspicious or dangerous posts to platform moderators
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Do NOT Share

Exact locations of impacts

Military or emergency service activity

Photos or videos revealing locations

Casualty information before families are notified

X X X X

®

Do NOT Believe

Unverified reports on X, Telegram, WhatsApp
“Breaking” news from unknown accounts
Dramatic unconfirmed claims

Screenshots from unverified sources

X X X X
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